SAFEND PERSONAL PROTECTOR
IDEAL FOR:

Mobile professionals
Home offices
Home users

Any computer with sensitive
or personal information

SAFEND PERSONAL PROTECTOR
DELIVERS CONTROL OVER:

Removable mass storage
devices

Media players like iPods
USB flash drives
Smartphones or PDAs
Printers and scanners
External CD or DVD drives

Wireless adaptors and other
networking devices
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Securing Your Endpoints

SAFENDPERSONAL

Safend Personal Protector

Personal plug-and-play port protection

Risks to your sensitive data come in many shapes. Sometimes, it's high-
powered hackers pounding your firewall. And sometimes, it's as simple as
losing your flash drive, stepping away from your computer for coffee, or
leaving your laptop unattended in a public place.

The fact is, in the time it takes to make a cup of coffee, your data can easily
be downloaded onto an MP3 player, smartphone, or memory stick. "Slurping"
programs — easily available to anyone online - can copy an average "My
Documents" folder onto a portable storage device in 65 seconds.
Bottom line: The moment you walk away from your machine — it becomes
vulnerable to data theft and penetration.

Plugging the Leak - Simply and Effectively

Based on Safend's award-winning Digital Membrane™ technology — in
use by enterprises across the globe, Safend Personal Protector gives you full
control over who connects what to your PC and laptop's ports and enables
you to protect your critical data from theft, loss or corruption.

Safend Personal Protector prevents unauthorized access to your data via all
physical communications ports (USB, FireWire, PCMCIA), blocking any
unrecognized device. Once approved and verified by a user-set password,
devices operate completely unhindered — enabling you to enjoy the convenience
of removable media and other devices, while remaining confident that your
data is safe.

For a limited time only

FREE SAFENDPERSONAL PROTECTOR



Easy Security Definition

Lightweight and intuitive, Safend Personal Protector cuts through the
security jargon, immediately protecting your PC or laptop without complex
setup and configuration.

By default, Safend Personal Protector leverages existing Windows security
schemes to eliminate all port access, except for devices like your mouse
and keyboard.

Your Safend Personal Protector port security policy is built automatically
for you. Approved devices (your "whitelist") are added on-the-fly by entering
a password, and you can approve devices for one-time or ongoing
connection.

Granular Protection

Safend's uniquely granular approach to port security allows you to
approve devices based on device type, or even the device’s unique
serial number (when available). This means that you can approve your
devices, while leaving similar devices (like someone else's iPod) blocked.

Completely Tamper-Proof

At the heart of Safend Personal Protector is our hardened and tamper-
proof agent that operates at the kernel level of the operating system,
and includes redundant, multi-tiered anti-tampering features to guarantee
absolute uptime. So no one can turn off, approve devices, or uninstall
Safend Personal Protector except you, the computer owner.

About Safend

Safend is a leading provider of innovative endpoint security solutions that
protect against corporate data leakage and penetration via physical and
wireless ports. Safend’s award-winning products, available through
resellers worldwide, are deployed by financial institutions, healthcare
organizations, government agencies and other security aware and
regulations aware individuals and companies across the globe.
The privately held company, founded in 2003, is headquartered in Tel
Aviv with offices in Philadelphia.

A odevice is trying to connecdt to your computer:
Port: Universal Serial Bus

Type: External storage drives

Name: Disk drive / Kingston DT Elite HS 2.0 U

Approving this device requires passward
authentication:

Uzer Name: IComputer\User

Password: I

Bl Rernember this action

Safend Personal Protector requires password authentication

to authorize the use of peripheral devices for either
one-time or ongoing connection

Supported Platforms

® Windows XP Professional (SP 0-2)
@ Windows XP Home (SP 0-2)

@ Windows 2003 Server (SP 0-2)
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